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Street View
Geocoding Web Service

Directions Web Service

Distance Matrix Web Service

Elevation Web Service

Static Maps AP| maximum resolution
Static Map AP| maximum scale

Street View Image API maximum
resolution

Protected Fusion Tables Layers

Support
Google Maps AP| Developer resources
Service Level Agreement
Technical Support
Support portal & usage reporting

Use cases

Free & publicly available

Embedding in software and applications
for fee

Reselling services with Google Maps
Control of advertising
Private asset tracking

E"JA . 15%%

Maps API
4
2,500 requests per day

2,500 requests per day with
10 waypoints per request
100 elements per query

100 elements per 10 seconds
2500 elements per day

2,500 requests per day with
25,000 samples per day
B40x640

X

B40x640

Maps API

Maps API

Maps AP for Business
v

100,000 requests per day

100,000 requests per day with
23 waypoints per request

625 elements per query
1,000 elements per 10 seconds
100,000 elements per day

100,000 requests per day with
1,000,000 samples per day

2,048x2,048
ax

2,048x2,048
v

Maps API Premier
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Maps API Premier
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http://www.google.org/intl/zh-TW/crisisresponse/publicalerts/
http://www.tms.com.tw/
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Business Model

[ £] Sign up with Facebook

Social API

StravaF| FHAPITREE T s
HEESAPIEMAEREE IBMERMEN
v APP=EE
v iﬁgﬁﬂtﬁm
v BRE# =f= s 5,5, a >
s8] , 1t ERYE

@)= @ M
F'#i}i? FI3E=S Tiﬁi
race shape [
Effort Comparison
The Maroon Bells . ' ow s

Tim Johnson

Raceshape (It is now officially part of Strava!)
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Big Data ~ Assets Y
Big data sources 'I
provide insights that are
shared and monetized I
through APlIs
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Cloud  Web Apps

Cloud services are
exposed through Web APIs
enabling rapid composition
environments

B
| [N
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ERAHEIRERAPI
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> Omni-channel (Cloud ,Mobile) N Social 0 Users
MBI, (e
FALiH & /#E =1 (eBay/ Netflix) \ social APIs fuel
A RERE, FE R4 H (Citilbestbuy) \ personalized experiences
> Operates with agility (Quick) | for users and new
Bl K I P ok R (E A ] business models

18 17z (Restful style vs DB vs MQ)

P E H [AIHYAPI, R Z&Mashup - {1k

MRS, fEm R PR

=¥ (Advantech)

> Re-invents itself (Money)

EREERER, BRs=s S 4

BT AACR. (Twilio/fEE 4
BEMEERE) Mobile ~ Apps

Mobile applications
make calls to back end
API services through Web
APIs

-
N‘--_—’
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Gartner say: By 2016, 50% of B2B collaboration will take place through

Web APIs---

Business
models are
evolving Store Toll-free  Website Mobile  Web APIs

P bleweb
ProgrammablewWeb GrOWth In WEb - rogrammableWe
APIs Since 2005

APIs represent a
new, fast-
growing channel
opportunity

Growth of Top 10
Web API Categories
Since 2009

© 2013 IBM Corporation
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Programmableweb: 11 309 7413

PP>

artners

ncome

Adam DuVander, proganmaie %
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ARl = Mashups
Business Assets Web APls Developers ~ Apps End Users
Exposable Enterprise APls providing UseAPisto  Usebackend  Increase revenue
Services commercalaccess — create Apps  servicesthrough by using Apps with
fothe Business Assts WebAPls — Business Assets

4
ﬁ-L JM W‘

Google STRAVA
STRAA
The API Economy

Where companies [providers] expose their (internal) digital business assets or
services in the form of (Web) APIs to third parties [consumers] with the goal of
unlocking additional business value through the creation of new assets



For Free

® Drives Adoptions of APIs

® Typically low valued
assets

© Drive brand loyalty
® Enter new channels

Example:

Facebook Login API
provides free
authentication for any
Web / mobile app

2
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Developer Pays

Business Asset must be of
high value to the Developer

For example, marketing
analytics, news,

Capabilities such as credit
checks

Example:

amazon

webservices™
Amazon EC2 Web
Services — APIs charge

per usage to launch and
manage virtual servers.

Developer Gets Paid

= Provides incentive for
developer to leverage web
API

= Ad placements

= Percentage of revenue
sold product or services

Example:

Google
Adsense

Google AdSense APIs

pay developers who

include advertising

content into apps

d)\

Indirect

= Use of API achieves some

goal that drives business
model.

E.g. Increase awareness
of specific content, or
offerings

Example:

NETFLIN

eBay Trading APIs offer
developers access to
trading services
extending the reach of
listings and transactions

© 2013 IBM Corporation
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APIs Recap: API &R E ET R m MR B

What is an Web API?

= An web APl is a public persona for an enterprise; exposing defined assets,
data or services for public consumption

= An web APl is simple for app developers to use, access and understand

= An web API can be easily invoked via a browser, mobile device, etc.

What Value Does an Web API Provide?
» Extends an enterprise and opens new markets by allowing external app
developers to easily leverage, publicize and/or aggregate a company’s
assets for broad-based consumption

What “assets, data or services”

are exposed via an Web API?:
= Product catalogs
Phone listings
Insurance cases
Order status
Bank loan rates

External
App Developer

© 2013 IBM Corporation
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Composable

Enterprise
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A

Business led

1 (CMO, Sales, LoB)

Business goal
“How can we increase
revenues by re-inventing
ourselves through more
engaging offerings?”

IT goal
“‘How can we increase the
pace and quality of
innovation?”

Reuse — Speed to deliver
Sharing — Expediency
Encapsulate — Less to learn

—

IT led
(Enterprise Architecture)

Business goal
“How can we reduce IT
costs while speeding up

our ability to change?”

IT goal
“‘How can we increase
consistency and re-use over our
I'T community?”

Reuse — Effort to deliver
Sharing — Effectiveness
Encapsulate — Less to change

© 2013 IBM Corporation



FICO Analytic Cloud Marketplace

v" Access to FICO customers
v A curated market that is audience focused, to present
your solutions in easy-to-understand ways

To fight fraud effectively takes a fast, flexible

Ready-Built FICO Solutions e Prevent Fraud

v" can install FICO® Application Fraud Manager on- and holistic approach. It requires the right

combinations of fraud management tools,

site or take delivery via Software-as-a-Service services and analytics. FICO's superior fraud
management tools and unrivaled analytics are
(SaaS)- now available as a servica.

v" Simple and quick solutions for all your analytics
needs

Build a Complete Solution Build a Decision Service

Build, manage and execute your business
decisions with FICO® Decision Modeler to
improve every aspect of your business
process.

Build Your Own Solutions

v" Rapidly develop your custom applications and e Buld n Optimiztion serie
@ The FIcO® Analy’lri‘chodelerprnvides FICO® Optimization Modeler and FICO®
5 Optimization E e diff
components. e s o scssng et
business analysts with a wide range of :"Tr‘::;:r:z:l";::1::::::3;5:;:L‘::‘Id

experience. Discover how to quickly

L . headless services, optimization focused
build and executs ictive models and licati d | timizati
StI'HI’Egi ng s d e applications and complex optimization
trees solutions orchestrated using FICO®

Application Studio.

FICO® Score Open Access

v" FICO extends the license on FICO®Scores you
already purchase for risk management decisions,
enabling you to display those scores to your end
customers.

16 © 2013 IBM Corporation
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Branch Locator / ATM Locator

S : = o)
Let customers search and find a el Reward Points I\_/Ianage_'ment
convenient ATM, Branch wherever they = = = Onboard partners quickly easily REWARDS
happen to be == integrate in to your reward system POTNTS
: e &

Forex Exchange Rates Digital Wallet Services
Let customers get to know about vl Make more money with your e . FI DOR Bank IEE

your great offers on Forex Payment & Wallet APIs E Hﬂ ag E/\J ,,\—IH_ ,.\|—,| ll.:‘l:5Z fF(

posit, Lending Rates, = 3 ) = T - —d b
0 ofono (= —— = z,
igibility Calculators B e— S\L,j\?.t .(:)? eBrS|Ccacnndkﬂnso‘fL¥:l.{h v, ’ Ek% 'E' E/‘J 17
Market your rates through Multiple — ~ i A/ N \ '
Channels S ) channel f)J’] ?/zz_ °

Bill Presentment Services, e o y— X A ,
_____ Access to Account Data Corporate Banking Services ME=—TF% %EJL P

- Get paid when account data is Allow Partners & Customers to easily EJ Ej{ECOsyStem °
¥y accessed Integrate with your applications

Example 1:

F i d O r I N a rt AC C O u nt Functionalities associated
H with the Fidor account
:

Connecting to Community

Navigation

/I User created tutorial videos I
é I
/ I

- Fidor offerings and
I 3rd Party apps

I (integrated via API)
= Innovation inside like Ripple,l

//l P2P lending and
H crowdfunding I

Speed Banking, shown by
_/§/ .60 sec banking” icon

/ First steps towards PFM

4]

: @ Tidor
18 © 2013 IBM Corporation
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Customers will require a combination of the three types

Public, Open-
To-All APIs

Protected,
Open-To-
Partner APIs

Private, Open-
To-Employee
APIls

» APIs are open to any developer
who wants to sign up

» Apps are more targeted
towards end consumers

* The business driver is to

engage customers through
external developers

19

* APIs are open to select
business partners

* Apps could be targeted at end
consumers or business users

* The business driver is usually
different, based on the data and
type of business of the
enterprise

* APIs are exposed only to
existing developers within the
enterprise

» Apps are usually targeted at
employees of the enterprise

* The business driver is more

around productivity of
employees

© 2013 IBM Corporation
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IBM API Management

1 . %;%Eﬁ*%%%ﬁaﬁ% Fully on-pr?(;r:iz%lrg%t\i/;geer::nt solution,
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Connecteo Game
Appliances Consoles
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IBM API Management

Fully on-premise, multi-tenant solution,

HRIEE | IRERMAIAE | BHTHOTISER e
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IBM APl Management

b, Rl 2t EE, REEFNAPIEEYES

O O oz Bz
EEEE & i i
THineR FRER

\ E &
* | ©
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IBM APIME & 22 E E] 3
(Virtual appliance)
(Virtual appliance) APl Manager Management Console
B r—— L b e oo
- e ==- o = == o = R
v" Explore API ¥ Define and manage v" Provision system

documentation

v" Provision
application keys

v' Self-service
experience

v

APls resources

Explore APl usage with v Monitor runtime health

analytics v" Scale the environment

Manage API user
communities

Basic developer portal

v

Enforce runtime policies to control API traffic

(Virtual appliance* or physical appliance)

24

* Requires VMWare ESXi 5.0, vCenter V5.5, Citrix XenServer 6.2, IBM PureApplication System W1500 1.1

© 2013 IBM Corporation




IBM APIME & #0117 HA ]

v Automobile manufacturing
connects drivers to their favorite

vt PN mobile apps through the vehicle
console while they are on the
. road.
v" Large international bank has
API Management mobile banking gateway

Mobile

IIB or other ESB
I WAS or other app server
g ‘ é’ e ‘ @

)

Business Partner
application

Web

Applications/Services
in Java, NET, Cobol,
etc

z/OS, IMS, CICS,
DB2

)

Third party APls
© 2013 IBM Corporation



IBM APl Management solution &2

Bl v APIfRERI S EERERNE - HHEALE R -
BRIEEE

X
EE PN, 7 APIREE APIREEIE TR S

v FEZEADESEZ: EEFIRGithubym eSS EEH
@ \\;é/' EEESK ( )

FTEE 7 v ZEREIANG: ESAOMR  API—RERTHNEL
- & A O 4

E—EH7E: “Single pane of glass” - EXEMAPI -
Plan - UserXruntime cluster nodefg (45 —BIZEF5 15 B
NEDRINEE: DT ZEAPI ~ APP ~ IRIEEH
EEIRIETIE: IR Cloud Kon-premiseMIifEET, - f&EE
$E£ 17IR1%(Virtual / appliance)

v ZIEPET: ZHAPIFEEERZE—APIMYE S

v mEZEZFE IBMmiEEEDataPower gateway
v EEER APPERAPIREIZEEIR -~ APPRARR(suspend)&E

© 2013 IBM Corporation
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APIM Entry Point
EERPTREE. RERENTE. EETRUE

- FIBIT A EER L EEEE - EifgHAELEEAPI
EIBFRMAPINEE] EAPIE T - EBIIAPIZEAHE
IRIE - BTEERIESIL -

- BURLRBEIREYS @ i2HER - XEFAB=HH
BESERMRIFRIE - BRARIZRITRE S N BEN AR

o O
@M P AIR U -

- EfIEE&(Web - Mobility * Device)BEEBF 4 . 1I2HE
201 —— BINBEE MBS IR (BIE - BZ - lREAEMH - ZRE

-~ \
68%
of all mobile apps
will use APIs

) KR 573 Hi#EBusiness Insight °

- ERLEEHEE - BHEREZEAAA -« Signature *
encryption) ~ ERZ & (transformation * Transport
) ~ ¥ B B{ETNBE(SLA - rate limiting * Cache -
XSL acceleration) °

28 © 2013 IBM Corporation




Our select customers

Leading Global Commercial Bank
Cltl provides easy & secure access to key
financial services

Business Value

v’ Offers 3" party merchants secure standards-based access to
key business services as APls, with a self-service experience

v’ Provides a private ecosystem for partners and a central
repository with usage analytics

v APl platform and hackathons help drive innovation for Mobile
application development

thankgg# citi

+' BlueCross M
BIuEShleId vm ﬂ
dealertrack technologies
PEUSEOT

Tangerine” e @

All of these companies have spoken publicly about using IBM API Mgmt at public conferences

-
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APIM Scenario - JKHLE Airwaysc

» JKHLE Airways has an existing set of REST based services that they would like to
expose through APIs in order to foster growth within the mobile and device market.

» After considering building their own APl management solution, the JKHLE Airways
technology team has decided to implement an IBM APl Management solution as it
will allow them to enter the market quickly at a reduced cost.

o e Rt

GET/ T Y D
GET J Baglocation{Bagld} mb&”’% \?'7}?—
BaglLocation{Bagld “
e i - - - {“lastKnownLocation":
Location, Time J LE N i
> s BaglLocation DEL", ..}
E ‘3 Service
address, GET /
googleMapslink iIBM xmi7address=<address>& . : L
API Manag&mant sensor=false R 55_4' L W ‘f%.i')‘ 'ii.;é:"‘z:uc ,E—E:
RS _.
éxssemble e formatted_address, lat, Google <lat>28.5357650</lat>
hGoogleMap i@ lang Geolocation  <|ng>77.0611726</Ing>
Sy Service
{
"address": " Indira Gandhi International Airport (DEL), New Delhi, Delhi 110037, India",
"googleMapsLink" : "http://maps.google.com/?g=28.5561624, 77.0999578"

}

34



APl Success Requires Addressing Needs of Multiple Stakeholders

STRAVA
API Product Manager

« How can I rapidly release & update my APIs?
+ How do I publicize my API?
+ How do I measure success?

race shape

STRAVA
App Developer API Developer
« Where do T access APIs? * How do I assemble APIs?

* How do I manage security?
 Will the infrastructure scale?
* How do I measure performance?

* How do I understand the
APIs?
* How do I measure success?

STRAVA
Operations Lead*

« How do I manage all the API
Environments that are being
requested?

* How can I scale each
environment?

* How can I easily find and fix
1ssues?

35 * Not applicable to SaaS © 2013 IBM Corporation



IBM APl Management

1 1.n 1 1..n 1 0..n
API

Operations Lead* API Product Manager API Developer

API

API

APP Developer

API




]:Illl\'

/
(|
o

Plan & &n & Hf

Lifecycle state diagram for Plan versions Multiple Developer Portals
______________ R s
J Remove flom | |
Stage Enviranment o i A
Die _Q_h Saged < | Trael,Fnancl, Ao &
|
Publs Stage | API Manager o
| ]
1 : 0 R N ue0, i
| - :
v Puisted |  E———
. Reire g R e et
\.\\ | @ Smoume ‘
Publish = Deprecate “ | ﬂ " mE Y e =
N\ ) .
‘ , i Remove from el o
Elre i —
—— Deprecated »  Reftied EvIonmert, API Provider
Archive |
Securely share
! | APIs/Plans with
Achived - - — .| various select
Remove fiom developer
Environment ..
communities
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Gateway Clusters G} Cluster .
v' Multi-tenant support for
Gat i . .
ACHEY || BRI e multi-provider
Status Ilatne Address cPU hemary Digk Actions org an Izatlons
Active DF Gatewsa 192.168.225.52 0% 0% 0%
® . | v’ Management &
Gateway Server
utilization - CPU,
/apimanagement Laimin- @ 1z Memory, Disk
o v Provider and Consumer
4y Organizations . . isibili
organization Visibility
& | | © organization e ° v' Alerts & notifications
\i’ [ mame & URL Path Segmert Owinier Status Actionz » . )
v' Send email directly
Befare creating an organization, ensure you have configured the carrect user registry for AP Manager users. You can not change the user registry used for AP Manager
& once users and organizations have been created. through ConSOIe
Settings

[

To create an organization, select +Qrganization.

38



Gateway Clusers

Gateway | seings

Tenant B

APIM Scenario - JKHLE Airways

/apimanagement

@ Organization

Setect Acme Busness Unt & AP Provider
Steve Smith Acme Business Unit 1 AP Provider
Steve Smith Acme Business Unit 2 API Provider

Send Message
Steve Smith Acme Business Unit 3 API Pra

Andre Adams Andre Inc
o Fake SMTP Server Sam Takahashi Toyota Cansun
. a
Kris Knoll Krispy Inc Consun
Chris Casper Cucumber Smath Consumer | Upgrade

Lillian Lawrence Lycheeicious Consumer | Upgrade

»Tenant A

/apimanagement
@3 Clusters

% Management Cluster

= Management Settings

tatuss Hame Address

dentity Provider and E-mail SEmings

Invitation Pending.
Resend Invitation

To enable high availability, update the management cluster’s address, and add additional management servers.

Management cluster setings

@ scve ciondemand com MGMTA iondemand.com
@ Active T 2-MGMT2 174.35.46.119

@ Active

@ Actve ST 2-MGMT4 1743646121

Gateway Clusters

Gateway sSettings

Status Name

@ Active SN 2-DP1

39

& server

& Cluster
& server

Actions




REeLPERRAD D

ﬂ&%ﬁﬁ?f“APl

TITEEL %%J:%E?Ks I:IIL-\I:I_l.s //\]

/apimanagement Mren~ | L mmcnng 3K
a il
5 @S0 a o

ATM Loca wmioc  Showsam
sov i &
@

Deposit Rate: on depons

Assembe &
@

22

Define the REST or SOAP APl you
wish to expose

Import WSDL, Swagger or
REST/SOAP APIs from a registry

Assemble a new API

Drag and connect linking the request
and response messages

Transform the message elements
with a click

fapimanagement

n”( Hbﬁ ED1HE

/apimanagement Hsopwet~ | L ssnatagusbmeome  TBM

=)

ATM atm 1v

T is the ATW AP hat retums nearest ATM locasions given a Zipcode ATM

G o2 BE AR D

Authenticats Appiication Users Using

roperties  Documentation

% o

v Identify application with Client ID
& Secret

v Authenticate using LDAP or
Authentication URL

v Authorize using OAuth 2.0
support with implicit grant type,
authorization code, resource
owner, client credentials

v Interactive test of an API

resource in just one click
42

S

atm

This is the ATM AP1 that returns neares)

v Version the API
configuration in just one
click

v Revert to prior version

v’ Create an API by
copying a specific
version of an existing API



Runtime Resource Usage

IBM APIM # FakeSMTPServeE

Tenant B

:I'enant A

Invoke
Control

44

GET / P |
BaglLocation{Bagld} 5

Location, Time J LE
BaglLocation
Service
GET 7
L] xmi?address=<=address=&
sensor=false

APIs lurmattnc:_:ddmaﬂ.lnt. Gﬂﬂgl&‘
ang Geolocation
Service

LOGIN

USER NAME:
[ Remember my ID on this computer

PASSWORD:




APIEft. BRI (B BHER, APP
Portal Access). APIEZiZ{E 1L . APPRAZEE
K=Portal

API Product Manager

v"Include multiple APIs and
Resources(API) per Plan

v Introduce API Trial Use
Free, limited plans can be
made available alongside
premium plans (Apply Rate
Limit by Plan or Resource)

Create a new plan

Parines D SubSCrplion meounes aoDroval

A partner plan, requiring approval for access)

fapimaﬂagemen'[ Mamior = A vgmecsusomeom - - IEH.

- . ) ® o | Version your Plans

SubSCrplion Joes

2B B

Easily publish, republish,
unpublish, undeploy Plans

Multiple available plans
presented to developers for
comparison

Creste and Mansgs oM BOCKNGS.

NHE e M

Non-disruptive Publish:
Replace a currently
published version of a Plan
without any disruption in API
availability

Authenticate using

NOME - You 0N B00ESS T AP! wiMOUT SuThentcaion

Resources Plans
ol A rama P a— Omta Premium - Free ~
ESE rmpsiro-co 15 rursey om commamorsotoss. Maagebose . Clen D Nora + ./
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APIM Scenario - JKHLE Airways
R ) "

\= = &
by A A

Runtime Resource Usage  Online Assemble editor

IBM APIM QFakeSMTPServeE

GET/ el
Tenant B BaglLocation{Bagld) _ S
GET / non )
B L i B [[=] -
aglocation{Bag }-. - Location, Time J LE
. . - BaglLocation
basic Tenant A Service
- GET [
address, T i xmi7?address==address>&
googleMapslink oauth .@ ;;.'_' o.. sensor=false jﬂu}
Dea v= . e
APIs lirmnttnd_addmaﬂ.lnt. Google
lang Geolocation
] - Service
Invoke |
Control

LOGIN
USER NAME:

PASSWORD:
] Remember my ID on this computer
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7 I #1 8% (Self-service)

n siddzvon~

sid bhatia@gmal com~

fappdevelopers

& O Appiication
&

G MyMobieApp1 MyMobileApp1 /i

& ‘

e
P Nane
htipsocahost

Awesame 2pp

Contact Supoort | @acmedev | Home

908badct Sd7r4654-9113-3acc30edd

PIQEXKAUSAPPEUC IvEPauadiNG SRR

& Rese
‘The tlient secret wil anly be shown on fme. Please make a nole of i as it cannot be retrieved; only
verifed or reset. Click Dismiss'io clear fhe secretfom e screen.

v' Register new application

v' Request security keys with
enhanced privacy

v Deferred retrieval of client secret

v" Create unlimited self-service

developer portals to explore APIs

v Browse API documentation

w

@

[appdevelopers B | s

Not restricted
Thisplan i avalabe b use wihout approva

Public plan
ll;]nw:lb

APIs included

Loancalculator -

et = ame Destrpsm ercaion Auhenieaton  RatzLimt

NeancaloQuoEToanameur=2... Loan Loan caouatr None Nere SrRauESE D TIGE

Select application

Selecithe zpsieationto use wih s pian

@ MyMobilesppt

v Browse available Plans with
limits

v" Use Plan & Select
application (subscript)

v' Be notified by email when
their application is
suspended and/or resumed

v' Call API resource with just
one click

(= > 2

[appdevelopers

ost Actve Appicatons

\ |
|
LAWY y '\\
J \-/f /X \
20 \ / \
T o e i o s e
myapp /i
[ Enatie nafiafons for s agpleaton
Seeca oz ween Lsig
buik-n achily feed
_— i eased ~
emai

Every minie:

Monitor most
active
applications and
APls

Rate limit
developer
notifications
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Runtime Resource Usage  Online Assemble editor

Define Plan & Deploy Runtime APl Usage

IBM APIM # Fake SMIP Server
GET / .
Tenant B BaglLocation{Bagld) _ S
SET/ non )
BagLo:atlnn{Bagld}h - - Location, Time J LE
] " > BaglLocation
basic Tenant A Service
- GET F
address, T i xmi7?address==address>&
googleMapslink oauth .@ ;;.'_' o.. sensor=false HS“‘---‘
— Q. f- .. &
| Environments  pjans  APIs o g oAt Gt
Service

Invoke
Control
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LOGIN

USER NAME:
PASSWORD:
] Remember my ID on this computer

Authentication URL



APIM Scenario - JKHLE Airways — Page Navigating

-

API Product Manager
* https://192.168.225.100/apimanager

student0@tw.ibm.com / PasswOrd!

API Developer
* https://192.168.225.100/apimanager

student0@tw.ibm.com / PasswOrd!

App Developer
« Basic:

https://192.168.225.100/studentorg0/de

v
devO@tw.ibm.com / PasswOrd!

« AD: https://192.168.225.20/user
dev]l @tw.ibm.com/ PasswOrd!

Operations Lead*
* https://192.168.225.100/cmc/
admin / PasswOrd!

apiuserl/passwOrd
apiuser2/passwOrd


https://192.168.225.100/apimanager
https://192.168.225.100/studentorg0/dev
mailto:dev1@tw.ibm.com/
https://192.168.225.20/user
mailto:dev1@tw.ibm.com/
https://192.168.225.100/apimanager
https://192.168.225.100/cmc/

APIM Scenario - JKHLE Airways — Page Navigating

-
API Product Manager
~L * https://apim.ibmcloud.com/apimanager/
howardy @tw.ibm.com_/xxx
App Developer API Developer

+ Basic: * https://apim.ibmcloud.com/apimanag

er/
howardy @tw.ibm.com_/xxx

https://developer.apim.ibmcloud.com/h
owardytwibmcom-delta-ess/sb
howardy @tw.ibm.com_/XxX

Operations Lead*

APP: BPTSEAPIM
Server: |[dap.forumsys.com

ffcfa0le-bb52-4f58-afab-7ef3394c4ff3/
Port: 389

_ K7xV1hM3sR6eN5vR8eW3sJ4xG4bF7bJ6IT6gQOtV1jI2nV7qJ5
Bind DN: cn=read-only-

admin,dc=example,dc=com
Bind Password: password


mailto:dev1@tw.ibm.com/
https://developer.apim.ibmcloud.com/howardytwibmcom-delta-ess/sb
mailto:dev1@tw.ibm.com/
mailto:dev1@tw.ibm.com/

APIM Scenario - JKHLE Airways — Security & Plan

» Security with Client ID(APP ID) > Rate limit & Subscription

v’ none approve required
v’ Basic authentication by LDAP

v" OAuth authentication by LDAP

3 {E APl @@ API

£5 i i gl
Assemble Type Security Type 2l

Baggage (1 BHE%) )
To gel the bag status Proxy Cllentld &

& HiE Oauth2.0 TestOAuth v & @ Sandbox @ Development
MR

Bags (1@h%) Assemble Clientld

Cperations related to bags

@ = TestOAUth
BagStatusBasic (1 @)

Proxy Clientld & Basic -
& A 4 BES V4
Testing Custom Policy

O =
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APIM Scenario - JKHLE Airways — APP Register

Register application

Home Getting Started APls Apps Blogs Forums Support

TestOAuth (v1) Resticted

N . * 2015-08-25 This plan requires approval to use.
Application name
AdvanceApp2 O « Application created successfully. Description
« Your client secret is: TestOAuth
Select licati
- elect an application
Description .
< Back to Apps AP'S InC|Ud9d
Application
AdvanceApp2 b
2015-08-26 » Bags (v1) @ AdvanceApp2
Description » Baggage (v1) AdvanceApp
AdvanceApp2
Update + BagStalusBasic (v1) Select an application to sign up to this pl
Client ID ) Show  Reset

Bookmark this

Client Secret Verify  Reset

OAuth Redirection URL
hitps:/flocalhost
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APIM Scenario - JKHLE Airways — Management & Analytics

Devi1 dev1 1

AdvanceApp2 AdvanceApp2 @

AdvanceApp e

AdvanceApp2

TestOAuth (REF. 1)

i
Apt WV App Name Environment Mame  Flan Name Plan VersicDev Org NResource Name
Development TestOAU V1 FAAE APIIRER ~ mydev - | TestOAnthdpy Development Testrinth | mydew  BagLocation
1 TestDAuthApp Development TestOAuth 1 mydew BagLocation
1 TestOAuthApp Development TestCOAuth 1 mydev BagLocation
FREAES - 1 TestOAuthApp Development TestOAuth 1 mydew BagLocation
1 TestOAuthApp Development TestOAuth 1 mydew BagLocation
1325 1 TestoAuthApp Development TestCAuth 1 mydev Baglocation
| TestDAnthApp Development TestAuth | mydew  Baglocation
1 TestOAuthApp Development TestOAuth 1 mydew BagLocation
S 1 TestDAuthApp Development TestOAuth 1 mydew BagLocation
]2015—06-21'5'533 1 TestOAuthApp Development TestOAnth 1 mydev  BagLocation




APIM Scenario - JKHLE Airways — local Oauth2.0

v https://192.168.225.52/studentorg0/dev/bagStatus/vl/oauth/authorize?response type=code&redirec
t uri=https://localhosté&scope=/bagStatus/vlgclient id=98362498-d60e-4b5c-9d56-
533cc5d4b321

—>input : apiuserl/ passwOrd
—>output : https://localhost/?code= AAKAD66sXwMuMszx9294Uzla6QBW-

1IJREIMNkRCMytzCjOLNoL4nIbDNmM98kc1kDgR7CDDMSrxxGJ-
CEI2fV6DhC_IAP32RBkm6gLJOMCLkGav_sQMgKtUzze0g4SISPNtiNAFFErWEF03BwJ7fzVL-v-6Xb-xbl9dejhSTIQKAIGQ

v curl -k -u 98362498-d60e-4b5c-9d56-
533cc5d4b321:N00S7nFOhT7oH5al4rA2wV6eY8yl6pF1fNOcT4kK1tS6gB38CcES8
https://192.168.225.52/studentorg0/dev/bagStatus/vl/oauth/token -d
"grant_type=authorization code&code=AAKdD66sXwMuMszx9294Uzla6QBW-
1IJREIMNKRCMytzCjOLNoL4nIbDNmM98kc1kDqR7CDDMSrxxGJ-
CEI2fveDhC_|IAP32RBkm6gLJOMCLkGav_sQMqgKtUzze0g4SISPNtiNAFFErWEFo3BwJ7fzVL-v-6Xb-
xb19dejhSTIQKAJGQ&redirect_uri=https://localhost”

—output: { "token_type™":"bearer", "access token":"AAEFYylhbGxTOQnl41gp5NFGn-LmLM88uwmec b0J
70bjY-EqcqG44elxScvOEelLINOw-7iUrbreT9QYiR|3Rt2rqgJyM8xVTo8L9Z2200Z0OVo-
H5AtTYMhMUYljllenWfVOT7aPdjcK7nGDJOMK6Pf7wfin39_pPLHFEb8d90eqInTK5fx7sUIA", "expires_in":3
600, "scope":"/bagStatus/vl" }

v' curl -k -X GET -H "Authorization: Bearer AAEFYylhbGxTQnl41lgp5NEFGn-

LmLM88uwmc b0J70bjY-EgqcgG44elxScvOEeILINOw-
71UrbreT9QYiRjJ3Rt2rqdyM8xVTo8L9Z200Z0Vo-
HS5AtTyMhMUYI1jIIenWfVOT7aPdjcK7nGDJOMK6OPE7/wfin39 pPLHFEb8d90eqInTKS5fx7sUIA"
https://192.168.225.52/studentorg0/dev/bagStatus/vl/bagStatus?client id=98362498-
d60e-4b5c-9d56-533cchd4b321 € = C fi [XbH#pS//192.168.225.52/studentorg0/dev/bagStatt

% Bookmarks [ IBM-Admin [ Marketing (] Learning ([ Middlewares (J Linl
Request for Permission

Welcome apiuserl

AdvanceApp is requesting your permission to access: /bagStatus/vl
Select "Allow Access” to grant the request or "No Thanks" to reject it.

Clicking "Allow Access" will redirect you to https://localhost.

| No Thanks || Allow Access |
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API F285

Meter and Montize by
volume or by value
delivered

Monitor and report
usage, SLAs, loads, and
improve further

Create an API portal so
that developers can
discover and consume
API

APl Management

Publish APIs into
catalogue or
marketplace (for
example, publishing
Connection APl to API
Explorer -
https://greenhouse.lot
us.com/sbt/SBTPlaygro

/

B — 3

Identify a functions
worth exposing (for
example, Insurance
Quote)

Realize

Implement

\/

und.nsf/Explorer.xsp)

63

63

Specify inputs and
outputs (for example,
input: Age, output:
policy terms and
premium)

Decide API realization
approach based
architectural styles,
technology platforms
(for example,
REST/SOAP, JS/Java)

Build and Assemble
APIs

Development time

MIEES

Configure access
policy, security policy,
QoS parameters, SLAs

© 2013 IBM Corporation



https://greenhouse.lotus.com/sbt/SBTPlayground.nsf/Explorer.xsp

Citibank Mobile Challengef&& R EZ A EEIFE LS

LOB A ERFERIE T ZEPersona W IRES K5 EEqE

Citibank #T#IE{IIMESRIEHEL" Mobile Challenge”

- Y Citibank APIs BRI FHEEEFIIERIEAPP

- INZIZRE£Ek 64 {EREZ<. 319 &k . 165,000{EREEE 48 744 IE5TEIRE
« 2015 “Join Pay” - i§ELFEEMAELERR app HIBIF , BHARREIZERIFIRIAE

¥ Global Consumer Banking ¥ Institutional Clients Group ¥ Markets and Securlties Services
* Retail Banking * Prepaid Cards * Capital Markets Trading
° Authenticate User © Authenticate User © Authenticate User
° Account Summary © Create Account © Request For Quote (RFQ)
° Balance Details © Retrieve Profile ° Place Order
¢ Transactions History © Update Profile © Cancel Order
@ List Payee Types @ Close Account @ Qrder Status Inquiry
°© List Payees © Add Funds © Content Services
® Transfer Funds to Account ® Balance Inquiry * Revenue Analytics and Client
or Payee * Corporate Payments Relationship Management
@ FX Rates @ Retrieve Revenue Analytics

® Authenticate User

° Branch and ATM locations o Retrieve Activities

@ Create New Account
¢ Retrieve Account Info * Retrieve Contacts
© Update Account Info

@ List Accounts

@ |nitiate Payment

© Retrieve Payment Info
° List Recent Payments

© Manage Beneficiaries
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APl Management Resources

» Product Page
« ibm.com/apimanagement
» API| developer community
« developer.ibm.com/apimanagement
> Twitter
* @ibmapimgt
» YouTube Channel
* youtube.com/ibmapimanagement
» Slideshare
 slideshare.net/ibomapimgmt
» LinkedIn

« Private user group ‘IBM APl Management’

(i1 Tube,

Lee) slideshare

<
i
2>

>
<


http://ibm.com/apimanagement
http://developer.ibm.com/apimanagement
http://youtube.com/ibmapimanagement
http://slideshare.net/ibmapimgmt
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